[bookmark: X77323e13733f16a4ccc526a98cfdd3f270dfafe]Program Catalog Page: Applied Cybersecurity for the AI Era: SOC Operations, Incident Response & Digital Forensics (APCYBER)
[bookmark: program-overview]Program Overview
• Program Main Code Name: APCYBER
• Program Code: APCYBER
• Program Length: 28 Weeks (7 Months)
• Total Contact Hours: 336 Hours
• Total Credit Hours: 13.4 Credits
• Delivery Method: In-person Live Instructor-Led, Virtual Live Instructor-Led, or 1-on-1 Personalized Mentorship
[bookmark: admissions-requirements]Admissions Requirements
• High school diploma or GED
• Minimum age of 18 years (Applicants under 18 require parental/legal guardian consent)
• Basic computer literacy and networking fundamentals
• Understanding of operating systems (Windows and Linux)
• Successful NVIT Admissions Interview
[bookmark: program-description]Program Description
The Applied Cybersecurity for the AI Era: SOC Operations, Incident Response & Digital Forensics (APCYBER) program prepares students to operate in modern Security Operations Centers (SOCs), respond to cybersecurity incidents, and conduct digital forensics investigations using AI-enhanced tools and methodologies.
Students gain practical hands-on skills in:
 • AI-enhanced SIEM operations and log analysis using machine learning platforms
 • Proactive threat hunting and behavioral analytics with AI-powered tools 
• Incident response coordination and crisis management in AI Era environments 
• Digital forensics investigation using AI-assisted analysis techniques 
• Compliance frameworks and regulatory requirements for AI-enhanced security 
• Ethical hacking and penetration testing with automated tools
Graduates will be equipped to protect organizations from sophisticated cyber threats while leveraging artificial intelligence and machine learning technologies to enhance security operations across industries.
[bookmark: course-description]Course Description
This course of instruction prepares individuals for entry-level to intermediate roles as SOC Analysts, Cybersecurity Analysts, Incident Response Specialists, Digital Forensics Analysts, and AI-Enhanced Security Engineers.
Students will:
 • Monitor and analyze security events using AI-enhanced SIEM platforms including Splunk Enterprise Security, Microsoft Sentinel, and IBM QRadar. 
• Conduct threat hunting campaigns using machine learning-powered detection techniques and behavioral analytics. 
• Respond to complex cybersecurity incidents using automated response tools and AI-assisted investigation methods. 
• Perform digital forensics investigations using AI-enhanced forensic tools and evidence analysis platforms.
 • Implement compliance controls and conduct security assessments using automated frameworks.
[bookmark: X4e8db36e462c32e60aaa5d51e2904334422e515]Occupations for Which Training Will Be Provided
• SOC Analyst (Tier 1) - AI Enhanced ($58,000 - $75,000) 
• AI-Powered Cybersecurity Analyst ($70,000 - $90,000) 
• Incident Response Specialist - AI Enhanced ($85,000 - $110,000) 
• Digital Forensics Analyst - AI Powered ($90,000 - $115,000) 
• AI/ML Security Engineer ($95,000 - $140,000) 
• AI Cybersecurity Analyst ($85,000 - $115,000) 
• GenAI Security Specialist ($100,000 - $130,000) 
• Cloud Security Engineer - AI Native ($95,000 - $125,000)
[bookmark: work-settings-for-program-graduates]Work Settings for Program Graduates
• Fortune 500 corporations with dedicated Security Operations Centers 
• Government agencies and defense contractors requiring security clearances 
• Healthcare organizations requiring HIPAA compliance and patient data protection 
• Financial institutions with PCI-DSS and regulatory compliance requirements 
• Cybersecurity consulting firms and managed security service providers (MSSPs) 
• Cloud service providers and technology companies with AI/ML security focus
[bookmark: instructional-components]Instructional Components
	Instructional Component
	Hours

	Live Lectures + Live Proctored Exams
	63

	Labs & Projects
	189

	On-the-Job Training (OJT) + Capstone Project
	84


• Total Contact Hours: 336 Hours
• Total Credit Hours: 13.4 Credits
[bookmark: course-outline]Course Outline
	Subject #
	Subject Title
	Lecture Hrs
	Lab/Project Hrs
	OJT + Capstone Hrs
	Contact Hrs
	Credit Hrs

	APCYBER 101
	Cybersecurity Foundations and Risk Management
	9
	18
	9
	36
	1.5

	APCYBER 102
	Network Security and Infrastructure Protection
	9
	18
	9
	36
	1.5

	APCYBER 201
	SIEM Operations and Log Analysis
	12
	24
	12
	48
	2.0

	APCYBER 202
	Threat Detection and Security Monitoring
	12
	24
	12
	48
	2.0

	APCYBER 301
	Incident Response and Crisis Management
	12
	24
	12
	48
	2.0

	APCYBER 302
	Digital Forensics and Evidence Analysis
	12
	24
	12
	48
	2.0

	APCYBER 401
	Compliance Frameworks and Regulatory Requirements
	4.5
	9
	4.5
	18
	0.7

	APCYBER 402
	Ethical Hacking and Penetration Testing
	4.5
	9
	4.5
	18
	0.7

	APCYBER 501
	Capstone Project and Industry Simulation
	9
	18
	9
	36
	1.5


Total Contact Hours = 336, Total Credits = 13.4
[bookmark: subject-descriptions]Subject Descriptions
[bookmark: X66fe8f2a26a880cfe9bab3a13ca47f4f8714a66]APCYBER 101 – Cybersecurity Foundations and Risk Management
(Weeks 1–3 | Lec 9 Hrs / Lab 18 Hrs / OJT 9 Hrs | 36 Total Hrs | 1.5 Credit Hrs)
Students will: 
• Analyze the contemporary cybersecurity threat landscape including AI-powered attacks
 • Apply risk management frameworks including NIST RMF and ISO 27001 
• Evaluate organizational security postures using automated assessment tools 
• Implement fundamental security controls with AI-enhanced monitoring
Prerequisite: None
Tools: NIST RMF templates, Nessus, OpenVAS, risk assessment software
[bookmark: X2a0132276f96dc051ea9234ada37bf80ae65b20]APCYBER 102 – Network Security and Infrastructure Protection
(Weeks 4–6 | Lec 9 Hrs / Lab 18 Hrs / OJT 9 Hrs | 36 Total Hrs | 1.5 Credit Hrs)
Students will: 
• Configure and manage AI-enhanced network security technologies 
• Analyze network traffic for security threats using machine learning tools 
• Implement network segmentation and automated access controls 
• Monitor network infrastructure using AI-powered detection systems
Prerequisite: APCYBER 101 – Cybersecurity Foundations and Risk Management
Tools: pfSense, Wireshark, Snort, Suricata, AI-enhanced network monitoring tools
[bookmark: X9f6532e9fd5efcfdd6390f5d80e47d7944d5fe8]APCYBER 201 – SIEM Operations and Log Analysis
(Weeks 7–10 | Lec 12 Hrs / Lab 24 Hrs / OJT 12 Hrs | 48 Total Hrs | 2.0 Credit Hrs)
Students will: 
• Configure and operate major AI-enhanced SIEM platforms 
• Develop custom correlation rules using machine learning algorithms
 • Analyze complex security log data with automated analysis tools 
• Create effective security dashboards with AI-powered insights
Prerequisite: APCYBER 102 – Network Security and Infrastructure Protection
Tools: Splunk Enterprise Security, Microsoft Sentinel, IBM QRadar, AI-enhanced analytics
[bookmark: X5aa9ca527f3052ad381267d86f3bb3131e3c68d]APCYBER 202 – Threat Detection and Security Monitoring
(Weeks 11–14 | Lec 12 Hrs / Lab 24 Hrs / OJT 12 Hrs | 48 Total Hrs | 2.0 Credit Hrs)
Students will: 
• Implement advanced behavioral analytics using machine learning 
• Conduct proactive threat hunting with AI-powered methodologies 
• Integrate and analyze threat intelligence using automated platforms 
• Analyze advanced persistent threat campaigns using MITRE ATT&CK framework
Prerequisite: APCYBER 201 – SIEM Operations and Log Analysis
Tools: UEBA platforms, threat hunting tools, MITRE ATT&CK Navigator, AI threat intelligence
[bookmark: Xaa9a74154929ca00241ae953557d29b29d16cbc]APCYBER 301 – Incident Response and Crisis Management
(Weeks 15–18 | Lec 12 Hrs / Lab 24 Hrs / OJT 12 Hrs | 48 Total Hrs | 2.0 Credit Hrs)
Students will: 
• Implement NIST Incident Response Framework with AI-enhanced automation 
• Coordinate multi-team incident response using automated orchestration tools 
• Contain and eradicate security threats with AI-assisted decision making 
• Conduct post-incident analysis using machine learning insights
Prerequisite: APCYBER 202 – Threat Detection and Security Monitoring
Tools: TheHive, SOAR platforms, automated incident response tools, AI-enhanced forensics
[bookmark: Xe5336f9296f18d6b4fa6dcded5a8dd0c39fe6bd]APCYBER 302 – Digital Forensics and Evidence Analysis
(Weeks 19–22 | Lec 12 Hrs / Lab 24 Hrs / OJT 12 Hrs | 48 Total Hrs | 2.0 Credit Hrs)
Students will: 
• Collect and preserve digital evidence using AI-enhanced techniques
 • Analyze multiple types of digital evidence with machine learning tools 
• Operate professional forensics tools with automated analysis capabilities 
• Prepare legal-quality forensics reports with AI-assisted documentation
Prerequisite: APCYBER 301 – Incident Response and Crisis Management
Tools: EnCase, FTK, Autopsy, Volatility, AI-enhanced forensic analysis platforms
[bookmark: X4ebcdc8f6224abffd8dbbf99fdcdac4c4917d41]APCYBER 401 – Compliance Frameworks and Regulatory Requirements
(Weeks 23–24 | Lec 4.5 Hrs / Lab 9 Hrs / OJT 4.5 Hrs | 18 Total Hrs | 0.7 Credit Hrs)
Students will: 
• Implement major compliance frameworks using automated assessment tools 
• Conduct compliance gap assessments with AI-enhanced analysis 
• Develop compliance policies using automated documentation systems 
• Prepare for regulatory audits with AI-assisted evidence collection
Prerequisite: APCYBER 302 – Digital Forensics and Evidence Analysis
Tools: GRC platforms, automated compliance tools, AI-enhanced audit systems
[bookmark: X1d5ba64799750161c06384fde483c90083057eb]APCYBER 402 – Ethical Hacking and Penetration Testing
(Weeks 24–25 | Lec 4.5 Hrs / Lab 9 Hrs / OJT 4.5 Hrs | 18 Total Hrs | 0.7 Credit Hrs)
Students will: 
• Apply ethical hacking principles with AI-enhanced testing methodologies
 • Conduct vulnerability assessments using automated scanning platforms
 • Execute penetration testing with machine learning-powered tools 
• Analyze web application security using AI-assisted testing frameworks
Prerequisite: APCYBER 401 – Compliance Frameworks and Regulatory Requirements
Tools: Kali Linux, Metasploit, Burp Suite, AI-enhanced penetration testing tools
[bookmark: X3da932dd0f753a487ca3db13d807bfe03a08bbc]APCYBER 501 – Capstone Project and Industry Simulation
(Weeks 26–28 | Lec 9 Hrs / Lab 18 Hrs / OJT 9 Hrs | 36 Total Hrs | 1.5 Credit Hrs)
Students will: 
• Design comprehensive cybersecurity programs with AI-enhanced capabilities 
• Respond to complex security incidents using automated response systems 
• Prepare executive-level communications with AI-assisted documentation 
• Develop professional cybersecurity portfolio showcasing AI Era skills
Prerequisite: APCYBER 402 – Ethical Hacking and Penetration Testing
[bookmark: class-schedule]Class Schedule
• Day Students: Monday to Wednesday, 9:30 AM – 12:30 PM
• Afternoon Students: Monday to Wednesday, 1:30 PM – 4:30 PM
• Evening Students: Monday to Wednesday, 6:00 PM – 9:00 PM
• Weekend Students: Thursday to Saturday, available in Morning, Afternoon, and Evening shifts
• Virtual Mentorship Students: 12–24 flexible hours per week
Day students will attend class Monday through Wednesday.
Weekend students will attend class Thursday through Saturday.
A 10-minute break will be taken every instructional hour for all in-person students.
Lunch break for day students is from 12:30 PM to 1:30 PM.
Evening students will not have a meal break, but will have a 10-minute break each instructional hour.
[bookmark: dates-school-will-be-closed]Dates School Will Be Closed
• New Year’s Day
• Martin Luther King Day
• Presidents’ Day
• Good Friday
• Memorial Day
• Independence Day
• LBJ’s Birthday
• Labor Day
• Veteran’s Day
• Thanksgiving Day
• Day After Thanksgiving
• Christmas Eve
• Christmas Day
• Day After Christmas
[bookmark: class-start-dates]Class Start Dates
• Classes for all students (Day, Afternoon, Evening, Weekend) begin May 26, 2025.
• New classes start approximately every eight weeks for in-person students.
• Virtual Mentorship students have rolling admissions with flexible start dates.
[bookmark: tuition-and-fees]Tuition and Fees
	Fee Type
	Cost

	Registration Fee
	$50.00

	Books and Supplies (estimated)
	$500.00

	Background Check (if applicable)
	$150.00

	Tuition (In-person Live Instruction)
	$12,199.00

	Tuition (Virtual Live Instruction)
	$11,199.00

	Tuition (1-on-1 Virtual Mentorship)
	$13,199.00


Total Program Cost: • In-person: $12,699.00
• Virtual Live: $11,699.00
• Virtual Mentorship: $13,699.00
[bookmark: cost-per-single-subject]Cost per Single Subject
Each single subject cost is calculated based on the tuition per contact hour multiplied by the number of contact hours for each subject.
Hourly Tuition Rate (Based on Total Program Cost Divided by 336 Contact Hours): • In-Person Live Instruction: $36.31 per hour
• Virtual Live Instruction: $33.33 per hour
• 1-on-1 Virtual Mentorship: $39.28 per hour
The individual subject costs are as follows:
	Subject Code
	Subject Title
	Contact Hours
	In-Person Cost
	Virtual Live Cost
	Virtual Mentorship Cost

	APCYBER 101
	Cybersecurity Foundations and Risk Management
	36
	$1,307.16
	$1,199.88
	$1,414.08

	APCYBER 102
	Network Security and Infrastructure Protection
	36
	$1,307.16
	$1,199.88
	$1,414.08

	APCYBER 201
	SIEM Operations and Log Analysis
	48
	$1,742.88
	$1,599.84
	$1,885.44

	APCYBER 202
	Threat Detection and Security Monitoring
	48
	$1,742.88
	$1,599.84
	$1,885.44

	APCYBER 301
	Incident Response and Crisis Management
	48
	$1,742.88
	$1,599.84
	$1,885.44

	APCYBER 302
	Digital Forensics and Evidence Analysis
	48
	$1,742.88
	$1,599.84
	$1,885.44

	APCYBER 401
	Compliance Frameworks and Regulatory Requirements
	18
	$653.58
	$599.94
	$707.04

	APCYBER 402
	Ethical Hacking and Penetration Testing
	18
	$653.58
	$599.94
	$707.04

	APCYBER 501
	Capstone Project and Industry Simulation
	36
	$1,307.16
	$1,199.88
	$1,414.08


Note:
Registration Fee, Books and Supplies, and Background Check are already included in the total program cost calculations but apply separately for students enrolling in individual subjects only.
